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Human Factors, Threats, Culture and Liability: Psychological Aspects of 

Cybersecurity 

Introduction 
In today’s society, cyber intrusion and attacks is becoming more prevalent. 

No one really knows the motivation behind such attacks. In some cases, it 

may be psychological and in others it could be a way to attain an adrenaline 

rush by invading a high-level security system. While cyber attacks has 

increased, our nation is putting execution actions in place to safeguard our 

critical infrastructure. 

With all of that being said, Congress has a responsibility to the people/nation

to protect and secure their freedom. Cyber attacks are malicious acts that 

target information systems, infrastructures, and computer networks. 

Normally, the sources of the attack are unknown and the reasons of the 

attack are unclear. In many cases, the attacks are labeled as cyber warfare 

or cyber terrorism. In the same fashion, the people who commit these crimes

are described as communist, cyber terrorist, and black hat etc. However, 

when Congress is the focus of the attack normally the target of attack is our 

infrastructure. 

Descriptive Labels Applied to Cybercrime 
The descriptive label that would be applied to cybercrime is data security 

breach or cyber terrorism. Further explanation of “ Data Security & Breach 

Notification Act 2012, mandates that companies have reasonable security 

measures to protect personal information and establish a uniform breach 

notification law (S. 3333 (112th): Data Security and Breach Notification Act 
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of 2012, 2012).” Cyber terrorism is when a computer is used as the weapon 

for attack. In some cases you will find that cyber terrorism is the way to seek

revenge or used as a method to intimidate or coerce one. An example of a 

cyber-terrorism perhaps could be hacking into aircrafts system and changing

the coordinates of the flight. 

In 1996, President Bill Clinton created a Commission of Critical Infrastructure 

Protection. Congress new that the nation was at risk of cyber attacks. 

Therefore, to heighten awareness and maintain economic stability the board 

felt it was necessary to protect critical infrastructure. This was a mixture of 

electricity, computer networks, communication etc.; because all of these 

elements were vulnerable of cyber-warfare. With this in mind, the 

government was also thinking of protecting the public and private industries 

from such attacks. They were completely oblivious of the dangers how much 

or daily lives rely on computers. Notwithstanding the dangers and 

vulnerabilities they subjects themselves to when using the computer. 

Another issue is finding out who are the perpetrators and how the attack 

were initiated. The board felt it would be most helpful if they adequately 

protected critical system from intrusion. That meant ensuring the proper 

firewalls were enabled and the system was being monitored (http://csciwww.

etsu. edu/gotterbarn/stdntppr/). 

Threat Factors 
In reality, if the United States Infrastructure comes under attack the enemy 

could cripple our defenses depending on how sophisticated the attacker is. 

The possible intent behind attacking our infrastructure, would be to target 

our water supply, transportation, telecommunication, energy, and last but 
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not least finance. Our way of living depends on critical infrastructure; if we 

were to lose these vital roles we would be vulnerable to the enemy. These 

operations are important and we have become dependent on these 

networks. The lost of electricity, telecommunications, transportation, energy,

and water would render us helpless. Such an attack would disrupt our day-to-

day life and cause mass panic and fear. Therefore, in order to prevent such 

an act from occurring, Congress has created a new executive branch to 

merge 22 government agencies that were already in existence. The goal was

to secure the nation and preserve freedom. In addition, have the ability to 

fence off attacks and be prepared for unexpected disasters. To accomplish 

this task, the Department of Homeland Security had to unify the department 

in order to strengthen the components. Policy tells us that through 

partnership with other departments and operators of critical infrastructure 

would improve cyber security sharing information, which is ideal for the 

nation. 

Water Supply 
Attacking the water supply would be the most critical attack on the 

infrastructure. The water supply is controlled by computer systems, which is 

why it poses the most security risk. If the enemy was able to bypass the 

security features, they could release large amounts of water in any particular

area. Destruction of large dams could unleash large amounts of water 

resulting in catastrophic flooding, loss of life and damage to property. 

Another vulnerability would be the sewer system. The sewage system 

protects public health and the environment; while providing a series of 
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treatment that clean the water supply. Raw sewage has harmful bacteria and

viruses that could be life threatening to human or animas if exposed to it. 

“ Bioterrorism or chemical attacks could deliver widespread contamination 

with small amounts of microbiological agents or toxic chemicals could 

endanger public health (Terrorism and Security Issues Facing the Water 

Infrastructure Sector, 2006 ).” (http://fpc. state. 

gov/documents/organization/68790. pdf).” 

Energy 
The second most important infrastructure that could be attacked is energy. 

Energy is described in two separate classifications one being electricity and 

the other being natural gas. Electricity is used in everywhere i. e. houses, 

cities and regions. It is needed for day-to-day living such usage of machines 

and life saving mechanisms. For example, cyber terrorist has the ability to 

gain access to daily power report data. The report shows the flow of 

electricity in different regions. 

As a result, a cyber terrorist would have the ability to know what the busiest 

sections of the grid were. It is important to realize with this information they 

could shut down the power gird at the busiest time of the day and cause 

hysteria, backflow, and confusion. Without power the United States, defenses

are down. “ There have been incidents or credible intelligence to indicate 

that a potentially well organized, disruptive cyber attack is imminent against 

the electrical utility industry in general or BPA specifically, or Terrorist 

activity, either physical or cyber, has been perpetrated against civilian or 

https://assignbuster.com/psychological-aspects-of-cybersecurity/



Psychological aspects of cybersecurity – Paper Example Page 6

government sites within the boundaries of the United States… (Threat 

Conditions, n. d.).” http://info. bpa. gov/Emergency/ThreatConditions. aspx 

Not only is electricity important to infrastructure but natural gas is too. Cyber

terrorist can halt the use or redirect gas flows. Keeping the energy a float is 

important for maintaining the safety and economic success in the United 

States. The White House Initiative has an Executive order, which is led by the

Department of Energy and the Department of Homeland Security. Their job 

is to ensure electric companies and grid operators have working knowledge 

of cyber security potentials and prioritize their actions and investments to 

improve cyber security. In addition their “ industry stakeholders in the 

energy sector, are also contributing to the development of the Cyber security

Framework, which was announced as part of Executive Order 13636 on “ 

Improving Critical Infrastructure Cybersecurity. (http://energy. 

gov/articles/energy-department-announces-new-investments-over-30-

million-better-protect-nation-s).” 

Transportation 
A disturbance in the transportation system would cause a chain of economic 

disruption. By interfering with transportation it hinder citizens and would 

progressively degrade the economy over time span. It would impede on 

scheduling as well as accessibility. In like manner, these methods would 

have a negative impact on cargo being transported from place to place. 

Moreover, cyber terrorist can target railroad operations by taking controls of 

the switches, additional they could take over flight software to divert aircraft.

“ Sapphire” or “ Slammer” worm spread quickly through the Internet 
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attacking millions of computers and overwhelming them with data due to a 

flaw in a Microsoft program. (CONSUMER PRIVACY DEVELOPMENTS, n. d.).” 

Transportation is important to critical infrastructure. In order to maintain a 

since of balance, proactive measures must be in place to strengthen and 

secure critical infrastructure. It is important to have the necessary assets 

including but not limited to networks and public confidence. Needless to say,

the infrastructure must be secure in order to withstand and promptly recoup 

from an attack. 

Finance 

Telecommunication 

Company Liabilities 
Reducing vulnerabilities through effective internal cybersecurity policy 

controls 

Conclusion 
The threat of cyber crime has risen in the United States. Congress is having 

more debates on the nations ‘ s cyber security, terrorism, and breaches 

within our national systems. It was said by the “******* that we were in 

trouble because cyber attacks have resulted in the greatest transfer of 

wealth in history. (*****).” Although, Legislation have been proposed to 

govern the laws the bills have not been enacted. This is mainly due to the 

fact; the government and private industries have issues with the federal data

security bills. Currently, the United States has a cyber security Executive 

Order in place. 
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The purpose for this order, is to protect their United States from cyber 

contusion and the attacks against the nations critical infrastructure. A threat 

to the infrastructure is major to national security. Our nation relies on the 

infrastructure to keep the mainframe secure and efficient against intrusion. 

As stated earlier, cyber attacks are becoming more vigilant therefore, the 

government had to make changes to the executive branch. In 2002, a new 

executive department was put into place called the Homeland Security Act. 

Homeland Security Act 2002, was created to “ prevent terrorist attacks 

within the United States; reduce the vulnerability of the United States to 

terrorism; and minimize the damage, and assist in the recovery, from 

terrorist attacks that do occur within the United States. ( Homeland Security 

Act of 2002) “ 
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