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Para os meus pais, porque " o valor das coisas nao esta no tempo que elas 

duram, mas na intensidade com que acontecem. Por isso existem momentos

inesqueciveis, coisas inexplicaveis e pessoas incomparaveis" como voces! 

Obrigado por tudo, Filipe Abstract The Retail Banking Industry has been 

severely affected by fraud over the past few years. Indeed, despite all the 

research and systems available, fraudsters have been able to outsmart and 

deceive the banks and their customers. With this in mind, we intend to 

introduce a novel and multi-purposetechnologyknown as Stream Computing, 

as the basis for a Fraud Detection solution. 

Indeed, we believe that this architecture will stimulate research, and more

importantly organizations, to invest in Analytics and Statistical Fraud-Scoring

to be used in conjunction with the already in-place preventive techniques.

Therefore,  in  this  research  we  explore  different  strategies  to  build  a

Streambased  Fraud  Detection  solution,  using  advanced  Data  Mining

Algorithms and Statistical  Analysis,  and show how they lead to increased

accuracy in the detection of fraud by at least 78% in our reference dataset.

We also discuss how a combination of these strategies can be embedded in a

Stream-based application to detect fraud in real-time. 

From this perspective, our experiments lead to an average processing time

of  111,  702ms  per  transaction,  while  strategies  to  further  improve  the

performance are discussed. Keywords: Fraud Detection, Stream Computing,

Real-Time  Analysis,  Fraud,  Data  Mining,  Retail  Banking  Industry,  Data

Preprocessing,  Data  Classi?  cation,  Behavior-based  Models,  Supervised

Analysis,  Semi-supervised  Analysis  Sammanfattning  Privatbankerna  har
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drabbats hart av bedragerier de senaste aren. Bedragare har lyckats kringga

forskning och tillgangliga system och lura bankerna och deras kunder. 

Darfor  vill  vi  infora  en  ny,  polyvalent  strommande  datorteknik  (Stream

Computing) for att upptacka bedragerier. Vi tror att denna struktur kommer

att stimulera forskningen, och framfor allt fa organisationerna att investera i

analytisk  och  statistisk  bedragerisparning  som kan anvandas  tillsammans

med  be?  ntlig  forebyggande  teknik.  Vi  undersoker  i  var  forskning  olika

strategier for att skapa en strommande losning som utnyttjar avancerade

algoritmer  for  datautvinning  och  statistisk  analys  for  att  upptacka

bedragerier,  och  visar  att  dessa  okar  traffsakerheten  for  att  upptacka

bedragerier med minst 78% i var referensbas. 

Vi diskuterar aven hur en kombination av dessa strategier kan baddas in i en

strommande applikation for att upptacka bedragerier i realtid. Vara forsok

ger  en  genomsnittlig  bearbetningstid  pa  111,  702ms  per  transaktion,

samtidigt  som  olika  strategier  for  att  fortsatta  forbattra  resultaten

diskuteras. Acknowledgments " Silent gratitude isn’t much use to anyone"
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47 47 47 56 58 58 59 68 75 75 Chapter 1 Introduction " A journey of a

thousand miles must begin with a single step" Lao Tzu " If you work on fraud

detection, you have a job for life". These were the words used by Professor

David J. 

Hand1 in one of his talks to synthesize the vast research ? eld that is Fraud

Detection. Indeed, this ? eld consists of multiple domains, and is continually

evolving through time with new strategies  and algorithms to counter  the

constantly changing tactics employed by fraudsters2 . In this line of thought,

currently  available  solutions  have been unable  to  control  or  mitigate  the

everincreasing fraud-related losses.  Although thorough research has been

done, only a small  number of  studies have led to actual  Fraud Detection

systems  [27],  and  the  focus  is  typically  on  novel  algorithms  aiming  at

increasing the accuracy levels. 

To this end, we want to look at the problem from a different angle, and focus

on the foundations for a real-time and multi-purpose solution, based on a

technology  known  as  Stream  Computing,  able  to  encompass  these

algorithms while creating the possibilities for further research. We subdivide

our study in three main parts. We begin with an overall understanding of the

topic being discussed by de? ning the research environment, its problems
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and presenting the solutions  currently  available.  In  addition,  we conclude

this ? rst part by both specifying the structure, and outlining the objective of

the research. 

The  second  part  explores  the  overall  course  of  action  to  bring  about  a

Stream-based Fraud Detection solution.  From this perspective,  we discuss

different  strategies  previously  researched  in  Data  Preprocessing,  Data

Classi? cation and Behavior-based Analysis, and tackle their combination and

integration in a Stream-based application. Last but not least, we review the

overall solution proposed, and examine the possibilities offered by the latter

for further research in the ? eld of Fraud Detection in the Retail  Banking

Industry.  Senior  Research  Investigator  and  Emeritus  Professor

ofMathematicsat  the  Imperial  College  of  London,  and  one  of  the  leading

researchers  in  the  ?  eld  of  Fraud  Detection  -  http://www3.  imperial.  ac.

uk/people/d.  j.  hand  -  link  to  the  presentation:  http://videolectures.

net/mmdss07_hand_stf/ 2 a person intended to deceive others (i. e. one who

commits fraud) [de? ned in the Glossary] 1 Part I: Setting the Scene " Great

things  are not  done by  impulse,  but  by a  series  of  small  things  brought

together"  Vincent  van  Gogh  Fraud  Detection  in  itself  is  interlinked  with

numerous ? lds of study, and before the play’s main action, we want to set

the stage.  In  order  to  avoid  getting off track and allowing  you to  better

understand  the  scope,  contents,  choices  made,  and  requirements  of  the

research, we divided this act in three scenes. In the ? rst, we introduce the

main actors - namely banks, bank customers and fraudsters. In addition, we

also present the current situation in the Detection and Prevention of Fraud in

banks, describing the techniques being used both to counter and to commit
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fraudulent transactions. The second scene introduces the overall problem of

fraud in the Banking Sector. 

It  identi? es the weaknesses of the latest solutions,  and quanti?  es fraud

losses as accurately as possible in some European countries and this based

on the most recent data. We then take a step further and comment on new

trends, and predict possible risks banks might incur from them. Before the

end of the act, we introduce the two main parts of the play, as well as how

we intend to approach the problem. More precisely, we provide some speci?

cs regarding the research conducted, the tools used and the plan followed to

reach  our  conclusions.  Figure  1.  :  Lost  in  Translation  2  Chapter  2  Retail

Banking and The State of  the Art  in Detection and Prevention of  Fraud "

There are things known and there are things unknown, and in between are

the doors of perception" Aldous Huxley Businessmen and politicians, before

sealing deals or taking political decisions, are known to go through a phase

of  reconnaissance  -  the  military  term  for  exploring  enemy  or  unknown

territory. Just as it is important to them, so it is for you when you are about

to dive into the speci? cs of a real-time fraud detection solution. 

In this line of thought, it is important to grasp the context of the research to

better understand the concepts discussed. To do so, we start this chapter

with an overall view of the Retail Banking Industry, to understand both its

services and IT architecture (Section 2. 1); we continue with a de? nition of

fraud  together  with  a  description  of  the  different  fraud  types  that  affect

banks and how they operate (Section 2. 2); lastly, we give an overview of

some of the current solutions available (Section 2. 3). 2. 1 The Retail Banking
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Industry  To  describe  the  banking  industry’s  evolution  that  started  earlier

than 2000 B. 

C. [91], deserves almost a research paper on its own. For this reason, and

because we don’t want to divert from the topic, we start by solely providing

a simple and brief resume about the origins of the banking industry (Section

2. 1. 1). The latter is an interesting talking point that not only allows you to

understand how it all started, but also to perceive the challenge of keeping a

bank pro? table. Additionally, it is a good introduction to understand a more

technical  description  of  the  IT  architecture  behind  the  banking  services

(Section 2. 1. 2). 2. 1. 1 A Short Walk Down Memory Lane 

It all started with barter back in the time of Dravidian India, passing through

Doric  Greece to preRoman Italy,  when a cow or  an ox was the standard

medium of exchange. [91] However,  given the dif? culty of trading fairly,

evaluating different goods with the same standards,  and ? nding suitable

goods  for  both  parties  involved,  the  invention  of  "  money"  inevitably

developed. Indeed, the origin of the word money is pecunia in Latin, which

comes from pecus,  meaning  cattle.  Through  time,  money evolved  in  the

different civilizations and became not only a symbol but also a key factor in

trading. 

Together with the development of the art of casting, the different mediums

of exchange evolved gradually from random precious metals to what we now

know as currency. This developments made our forefathers the proponents

of the ? rst banks for reasons that are still of applicability in today’s banking

system. The code of Hammurabi in the early 2000 B. C. stated " If a man

https://assignbuster.com/real-time-fraud-detection-how-stream-computing-
can-help-the-retail-banking-industry/



 Real-time fraud detection: how stream co... – Paper Example Page 24

gives to another silver, gold or anything else to safeguard, whatsoever he

gives he shall show to witnesses, and he shall arrange the contracts before

he makes the deposits. [91] It is therefore clear that the Babylonians already

placed back in their time their valuable possessions in a safe place, guarded

by a trusted man. 3 Nevertheless, the real inspiration for the banking system

as we know it  today came from the Greeks.  Unlike  the Babylonians,  the

Greeks didn’t have a government and therefore the country was divided into

independent states that were constantly either at war or in a state of unrest.

[91] In these turbulent times, they found Temples to be the only safe place

able to survive the test of wartime. 

They  were  seen  as  safe  deposit  vaults,  marking  the  beginning  of  the

functions of our current banks. Indeed, records show that the Temples not

only kept money safe but also lent the funds at a certain interest rate. In

addition, even though safeguarding the money started as a service free of

charge,  it  soon  turned  into  a  business  where  small  commissions  were

applied. The banking industry continued to evolve through time, from the

commercial development of the Jews; passing by the establishment of the

Bank of St. 

George, the Bank of the Medici and the Bank of England, to the rise of the

Rothschilds, and the development of banking in the land of the Vikings. [91]

At  this  moment  in  time,  a  major  bank  is  a  combination  of  a  dozen  of

businesses,  such  as  corporate,  investment  and  small  business  banking,

wealth management, capital markets. One among these is the retail banking

industry. [46] The retail banking industry is characterized by a particularly
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large number of customers and bank accounts in comparison to any other

banking business, which results in a much higher number of transactions,

services and products. 

In  addition,  it  relies  more  and  more  on  technology  due  to  the  levels  of

cooperation between banks, retailers, businesses, customers leading to an

ever-increasing  amount  of  information  processing  requirements.  In  a

nutshell,  today’s  banks  follow  the  same  principle  described  earlier  by

borrowing  from  clients  in  surplus  and  lending  to  those  in  de?  cit.  This

triangulation is a win-win situation for the bank and its customers: the bank

makes  revenue  from  the  net  interest  income,  which  is  the  difference

between what it pays to the lending customer and what it receives from the

borrower. 

Nevertheless, the bank can’t lend all the deposits and needs to guarantee

that a certain percentage is kept aside to satisfy customer withdraws and

requirements. [92] Even though the situation varies from bank to bank, it is

noteworthy  to  mention  that  "  more  than half  of  a  retail  bank’s  revenue,

perhaps three-quarters, comes from this intermediation role in the form of

net interest income". [46] To conclude, in today’s world, and after years of

evolution,  retail  banks provide you with a multitude of  services for which

they charge fees, mainly to cover the maintenance of the infrastructure and

the bank’s structure. 

These added up together account between 15% to 35% of the net interest

income.  [46]  Among the services you can ? nd payment services,  phone

banking,  money  transfer,  ATMs1  ,  online  banking,  advisory  services,
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investment and taxation services, mobile banking and many more. How does

a bank ef? ciently govern, offer and maintain all these services? 2. 1. 2 The

Retail  Banking  IT  Systems’  Architecture  Just  as  banking  services  evolved

through time so did the overall  back-end architecture allowing a bank to

provide  all  the  aforementioned  services.  This  evolution  was  especially

prominent after the unveiling by Barclays Bank f the ? rst ATM machine in

19672  :  from  that  moment  on,  banks  started  investing  heavily  in

computerized systems with the goal of automating manual processes in an

effort  to improve its  services, overall  status in the market and cut costs.

From this perspective, the IT systems of banks matured from the creation of

payment  systems  together  with  the  launch  of  the  international  SWIFT

network3 in the 70s, to today’s core banking system: a general architecture

that supports all the channels and services of a bank and where each one of

them is digitalized. 

An overview of such general architecture is illustrated in Figure 2. 1 [77]. 1

acronym  for  Automated  Teller  Machine,  a  machine  that  automatically

provides cash and performs other banking services on insertion of a special

card by the account holder [de? ned in the Glossary] 2 http://www. personal.

barclays.  co.  uk/PFS/A/Content/Files/barclays_events.  pdf  3  Society  for

Worldwide  Interbank  Financial  Telecommunication  (SWIFT)  is  a  member-

owned  cooperative  that  operates  a  worldwide  standardised  ?  nancial

messaging network through which the ? nancial world conducts its business

operations http://www. wift. com 4 This architecture was in place in many

banks some years ago, and still is in some cases, but even though it provides

the clients with all the necessary banking tools, it had certain drawbacks that
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became visible through the modernization and improvement of services. As

it is described by both Microsoft [82] and IBM [77]: the as-is architecture has

no true enterprise view of  a customer because information is  duplicated,

which  leads  to  inconsistent  customer  services  and  promotions  across

channels; when adding new or changing current products, it takes time to

bring Figure  2.  :  As-Is  Banking IT  Architecture  (source  [77])  them to  the

market and a signi? cant amount of changes to the core system code. This

leads to a dif? culty in responding quickly to new challenges and evolving

regulatory pressures. Faced with the aforementioned problems, banks had

the need to change towards a more ? exible and ef? cient architecture that

would allow them to comply with the ever-changing needs of the clients and

of the technology. With this n mind, the major players in core banking have

switched to a Service-Oriented Architecture (SOA) with the intended goal of

improving growth, reducing costs, reducing operational risks, and improving

customer experience. [69] [94] [83] [77] [82] As reported by Forrester in a

survey in 2007 [82], out of 50 European banks, 53 percent declared they

were already replacing their core system while 27 percent were planning to

do so and 9 percent had already completed a major transition. The same

survey assessed that  56 percent  of  the banks already used SOA and 31

percent were planning to. 

Additionally,  in  Gartner’s  2009  report  (Figure  2.  2  [28]),  supports  this

strategy and believed that SOA-based architectures was increasingly being

adopted and would be widely accepted in a time frame of 2 to 5 years. In the

latest  update  (2011th  Edition  [29]),  SOA  is  entering  the  Plateau  of

Productivity, which indiFigure 2. 2: Hype Cycle for Application Architecture,
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2009 cates that the mainstream adoption is starting to take off. (source [28])

With this transition to an agile banking platform with a more ? exible product

de? ition built  on SOA principles,  banks expect to gradually simplify  their

business  and  become  more  ef?  cient  in  the  long  term.  Indeed,  the

aforementioned  platform  which  is  illustrated  in  Figure  2.  3,  is  meant  to

provide the banks with faster and easier ways to update the system and

comply with changing industry regulations and conditions. Additionally,  by

having a holistic view of the customer-relevant data across systems, a bank

is able to better focus and analyze it with the goal to improve its customers

experience  by  investing  in  more  ef?  cient  and  ?  xible  customer-centric

offerings.  Lastly,  the architecture allows for  integrated customer analytics

and  insight  capabilities.  In  this  line  of  thought,  a  stream-based real-time

fraud detection solution would be easy to integrate in such an architecture,

allowing  the bank,  as  we will  see later  on,  to  broaden its  services,  data

analysis capabilities and detect fraud in realtime. Figure 2. 3: To-Be Banking

IT Reference Architecture (source [77]) 5 2. 2 Fraud When one wants to get

something from others illegally he can do it in two ways: force or trick them

into doing so. The ? st is better known as robbery and is usually more violent

and noticeable; the second is known as fraud, which is more discrete and

therefore preferred by fraudsters.  [76]  From this  we can understand that

fraud includes a wide variety of acts characterized by the intent to deceive

or to obtain an unearned bene? t. [30] Many audit-related agencies provide

distinct insights into the de? nition of fraud that can be brie? y summarized

in this way: De? nition 1.  Fraud consists  of  an illegal  act (the intentional

wrongdoing),  the  concealment  of  this  act  (often  only  hidden  via  simple
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means), and the deriving of a bene? (converting the gains to cash or other

valuable commodity) [30] Given this de? nition, we can further classify the

known types of fraud by victim, perpetrator and scheme [76]: • Employee

Embezzlement  -  Employees  deceive  their  employers  by  taking  company

assets either directly or indirectly. The ? rst occurs without the participation

of a third party and is characterized by an employee who steals company

assets directly (e. g. cash, inventory, tools, etc. ). In the second, the stolen

assets ? ow from the company to the perpetrator through a third party. 

Indeed, indirect fraud happens usually when an employee accepts bribes to

allow  for  lower  sales  or  higher  purchases  prices,  or  any  other  dishonest

action towards the company. • Vendor Fraud - This type of fraud usually

happens when a seller overcharges its products; ships lower quality goods;

or  doesn’t  ship  any  products  to  the  buyer  even  though  it  received  the

corresponding  payment.  Vendor  fraud  happens  more  frequently  with

government contracts and usually becomes public when discovered, being

one of the most common in the United States. Customer Fraud - Customer

fraud  takes  place  when  a  customer  doesn’t  pay  for  the  products  he

purchased, pays too little, gets something for nothing or gets too much for

the price. All these situations occur through deception. • Management Fraud

- Management fraud, also known as ? nancial statement fraud, is committed

by top management who deceptively manipulate ? nancial statements. The

interest behind these actions is usually to hide the real economic situation of

a company by making it look healthier than it actually is. 
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However, for the purpose of this research, and given the fact that we are

focusing on fraud perpetrated in the retail banking industry, we will mainly

focus on every possible bank transaction that a customer can perform. The

research  will  be  based  in  debit,  online  banking  -  namely  electronic  bill

payment and giro transfers - and debit plastic card transactions. Fraud that

can  be  perpetrated  against  these  transactions  falls  within  the  category

known as consumer fraud. Additionally, the latter can be sub-categorized in

Internet and e-commerce fraud and other (non-)internet related fraud that

we will now describe in more detail. . 2. 1 Internet and E-Commerce Fraud

The Internet... a technology that was unknown to many of us 25 years ago

and is used now by billions of people either at home, work or on-the-go. We

can  ?  nd  webpages  from  business  home  pages,  to  informational  wikis,

passing throughsocial networkingsites; ? les that take the form of text, audio

or video; and a multitude of services and web applications. It  took just 3

years for the Internet to reach over 90 million people while the television and

the radio took respectively 15 and 35 years to reach 60 million people! 76]

This is how fast the medium through which e-commerce fraud takes place

has evolved. This informational and technological revolution led to new ways

for fraud to be perpetrated while techniques to avoid it have dif? culties to

keep up with the pace. Today, businesses depend on the Internet to perform

paperless  transactions  and  exchange  information  between  them:  they

mostly use e-business connections, virtual private networks (VPNs1 ), and

other specialized connections.  76] This type of  commerce is  known as e-

commerce, or electronic commerce, because it takes place over electronic

systems. Therefore, even if  you think you are not using the Internet, any
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operation you make at a local branch, any withdraw you do from an ATM or

any purchase you make at a local  store with your bank card,  a Network

transaction takes place.  1 it’s  a method employing encryption  to provide

secure  access  to  a  remote  computer  over  the  Internet  [de?  ned  in  the

Glossary] 6 

Since most businesses rely on Network-based transactions and, as we will

describe later on, Internet users use the network more and more frequently

to buy products or services, the North American Securities Administrators

Association (NASAA) considers that Internet fraud has become a booming

business. [76] With this in mind, there are three standpoints that need to be

taken into consideration when describing in more details the risks involved in

this category that undermine banks and more importantly their customers:

risks lying inside and/or outside the organization. 

Risks Inside Banks and Other Organizations The main risks come from within

the  bank.  [76]  Indeed,  a  perpetrator  with  inside  access  has  knowledge

regarding  the  environment,  the  security  mechanisms and  how to  bypass

them. Additionally, any employee with access to the organization’s network

has automatically bypassed ? rewalls and security checks making it easier to

in? ltrate systems, steal information or data and cause damage to the bank.

From this perspective, the most common example is the superuser access

that  most  IT-related  employees  (e.  g.  rogrammers,  technical  support,

network  administrators  or  project  managers)  have  within  the  company’s

infrastructure and database systems. [76] In one survey, " more than a third

of  network  administrators  admitted  to  snooping  into  human  resource
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records, layoff lists, and customer databases". [76] A related survey found

that " 88 percent of administrators would take sensitive data if they were ?

red, and 33 percent said they would take company password lists". [76] Even

if a perpetrator does not have personal access to the targeted system and

information, there are techniques that he can use to get at them indirectly, i.

. via a person of interest: - Snif? ng, also known as Eavesdropping: Snif? ng is

the logging, ? ltering, and viewing of information that passes along a network

connection.  Applications  are easily  and available  for  free on the Internet,

Wireshark1 and tcpdump2 that allow network administrators to troubleshoot

any possible problem in the network. Nevertheless, these applications can as

easily  be  used  by  hackers  to  gather  information  from  unencrypted

communications.  76] A good example is the usage of unencrypted e-mail

access protocols like Post Of? ce Protocol 3 (POP3) or the Internet Message

Access  Protocol  (IMAP)  instead of  other  more  secured ones.  Since  e-mail

clients check messages every couple of  minutes,  hackers have numerous

opportunities to intercept personal information. [76] A user could in addition

encrypt the body of the email  by using Secure/Multipurpose Internet Mail

Extensions (S/MIME) or OpenPGP in order to avoid that sensitive information

passes through the network in plain text. 

Even though security experts have successfully managed to encrypt emails,

the reason behind this lack of security is that they have failed to take into

consideration the needs of the end-user - namely, " the ability to occasionally

encrypt  an  email  without  much  trouble  at  all".  [113]  -  Wartrapping:

Wartrapping happens when hackers set up free access points to the Internet

through their laptops in speci? c locations like airports or inside a company’s
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headquarters.  Users,  unaware  that  the  wi?  passes  through  a  hacker’s

computer, connect to the latter and navigate the Internet as if they had a

secured connection. 

When logging their internet banking services and performing transactions, or

simply  access  their  emails,  the  hacker  can  see  the  bits  and  bytes  of

everycommunicationpassing through any laptop in the clear. In this line of

thought, hackers can get caught in their own web as companies are also

using what  they call  honeypot  traps.  The latter is  an information system

resource,  like  a  computer,  data,  or  a  network  site  (e.  g.  wireless  entry),

whose purpose is not only to divert attackers and hackers away from critical

resources,  but  also  to  serve  as  a  tool  to  study  their  methods.  1]  These

systems  are  placed  strategically  so  to  look  like  part  of  the  company’s

internal infrastructure even though they are actually isolated and monitored

by administrators of the organization. One of the most widely used tools is

honeyd3 . [89] 1 2 3 http://www. wireshark. org/ http://www. tcpdump. org/

http://www. honeyd. org/ 7 Passwords are the Achille’s heel of many systems

since its creation is left to the end user who keeps them simple and within

his or her preferences and life experiences (e. g. birthdays, family names,

favorite locations or brands). 

In addition, users tend to re-use the same password for different purposes in

order to avoid having to remember different ones, which leads perpetrators

to gain access to different services and accounts with a single password from

the person. In addition, another source of threats are the laptops and mobile

devices  that  many  employees  take  with  them  outside  the  company’s
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protected environment. While in these unsecured contexts, the devices are

exposed to viruses, spyware, and other threats that might compromise again

the  integrity  of  other  organization’s  system  once  these  computers  are

plugged in the network. 

Viruses,  trojans  and worms are  able  to  enter  the  protected  environment

without having to go through ? rewalls and security checks, making it easier

to in? ltrate key information systems and bypass defense mechanism. Risks

Outside  Banks  and  Other  Organizations  The  Internet  not  only  became a

source  of  services  to  users  and  companies  but  also  a  rich  medium  for

hackers  to  gain  access  to  personal  systems.  Indeed,  when  performing

attacks,  hackers  are relatively  protected because they cross international

boundaries - which puts them under a different jurisdiction than the victim of

the attack - and are mostly anonymous - making tracking dif? ult. Therefore,

the Internet became the defacto technological medium to perform attacks

and there are numerous ways of doing so: - Trojan Horses: A trojan horse is a

program designed to breach the security of a computer system and that has

both  a  desirable  and  a  hidden,  usually  malicious,  outcome.  [86]  These

programs can be embedded in a bank user’s computer when he views or

opens  an  infected  email,  visits  or  downloads  a  ?  le  from  an  unsecured

website or even when visiting a legitimate website that has been infected by

a  trojan.  [85]  From this  perspective,  a  good  example  is  the  man-in-the-

browser (MitB) attack, represented in Figure 2. , which uses trojan horses to

install extensions or plugins in the browser that are used to deceive a bank

customer: Whenever a speci? c webpage is loaded, the Trojan will ? lter it

based on a target list (usually online banking pages). The trojan extension
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waits until the user logs into his bank and starts to transfer money. When a

transaction is performed, the plug-in extracts data from all the ? elds and

modi? es the amount and recipient according to the hacker’s preferences

through the document object model (DOM1 ) interface, and resubmits the

form to the server. 

The latter will not be able to identify whether the values were written by the

customer or not and performs the Figure 2.  4:  MitB Operation (source2 )

transaction as requested. [85] - ATM Attack Techniques: An Automated Teller

Machine (ATM), is a computerized device that allows customers of a ? nancial

institution  to  perform most  banking transactions  and check their  account

status without the help of a clerk. The device identi? es the customers with

the help of a plastic bank card, which contains a magnetic stripe with the

customer’s information, together with a personal identi? ation number (PIN)

code. [2] ATMs are attractive to fraudsters because they are a direct link to

customers information and money, and there are security pitfalls with their

current  architecture [2]:  the way data is  encoded in the magnetic  media

makes it easily accessible if a hacker invests some money to buy the easyto-

be-found  equipment,  and  time  to  decode  and  duplicate  the  contents;  in

addition, with a four 1 An interface that lets software programs access and

update the content, structure, and style of documents, including webpages

[de? ed in the Glossary] 2 www. cronto. com, blog. cronto. com/index. php?

title= 2fa_is_dead 8 digit PIN, not only will one in every 10. 000 users have

the  same  number  but  it  also  allows  brute  force  attacks  to  discover  the

combination. Not to mention the possible physical attacks on ATMs which

cannot be considered as fraud (see De? nition 1), there are a couple of ways
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fraudsters  steal  money  from  bank  customers  [2]:  1.  Skimming  Attack:

skimming  is  the  most  popular  approach  in  ATMs  and  consists  in  using

devices named skimmers that capture the data from the magnetic strip. 

These devices can be plugged in an ATM’s factory-installed card reader and

allows  for  download  of  all  personal  information  stored  on  the  card.  In

addition, to obtain the PIN code fraudsters use either shoulder-sur? ng and

hidden video cameras, or distraction techniques while the customer uses the

ATM. [2] Sometimes fraudsters take a step further and create their own fake

teller machines to deceive bank customers; this is considered to be a spoo?

ng attack that we will describe in more details below. [39] 2. 

Card Trapping: this tech 
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