 Cis 417 week 9 discussion 1 term paper – Paper Example	Page 2

[image: ]


Cis 417 week 9 discussion 1 term paper





[bookmark: _GoBack][image: ]Business, Company


Need for an incident response team 
Information in organizations is constantly under threat from both internal and external sources. Technology is rapidly changing creating loopholes that attackers may exploit. An organization’s security policy cannot be considered complete until measures are put in place to provide for incident handling and disaster recovery. An incident response team, is a group of well-trained individuals, whose purpose is to correctly handle incidents so that they may be contained and also provide for disaster recovery mechanisms. An incident response team provides the organization with the ability to deal with both potential and real security incidents. 
The incident response team and their roles 
Manager 
The manager or senior level management is responsible for decision making. It is also essential to have a manager on board so as to provide support and co-ordinate the activities of the team. 
Information security officer 
The role of the information security officer or department is assessing the levels of risk or damages and providing for recovery options. 
Human resource manager 
The human resource manager is important in handling incidents relating to employees. The manager provides advice on how to best handle employees. This mostly occurs after investigations have been done. 
Public relations officer 
He or she is charged with the task of ensuring a company’s public image, is maintained in case of an incident. In instances where it is mandatory to provide information to the public, he or she advises management of the best message to be portrayed. 
Auditor 
An auditor is responsible for putting a monetary value to the extent of damage caused by an incident. This is essential for insurance companies and situations where a company needs to press charges. 
Security 
These are individuals responsible with the physical security of the company. Security is essential to assess the extent of physical damage and carry out investigations. 
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