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Cyber Terrorism and Warfare Cyber Terrorism and Warfare Cyber terrorism 

and warfare involve use of a computer network to tamper with infrastructure,

such as transportation and government operations (Andress & Winterfeld, 

2014). In most cases, these attacks are politically motivated with the 

intention of forcing a government or a population of people to act in a 

specific way or to meet demands of the attackers. It further involves illegal 

access to information from the government for political, military, or 

economic benefits. Cyber terrorism and warfare, according to national 

defence leaders, poses a great risk to the national security of the U. S 

(Brady, 2011). 

Cyber terrorism and warfare has three main components. The first 

component is computer network or the internet. Attackers use the internet to

get illegal access into a computer network. The second component is 

violence and unlike other forms of cyber attacks, cyber terrorism can involve

use of violence such as nuclear attacks. The third component is political 

motivation and rival nations or groups of people seeking political advantages

carry out most cyber terrorism and warfare operations (Porterfield, 2011). 

Although the U. S military department and aviation industry remains 

relatively secure from these attacks, other sections of the economy are 

vulnerable to attacks (Reich & Gelbstein, 2012). This has led to increasing 

fear of cyber attacks among people. Despite these fears, cyber terrorism and

warfare remains hypothetical now. There is need, therefore, for increased 

supervision of terrorist operations on the internet. This will ensure that 

national security agencies are able to respond immediately when new 

vulnerabilities are identified (Schiller, 2010). 
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