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Week 3: Assignment Week 3: Assignment Level 0: In level O the goal is to
login into the shell and read the next level (level 1) password from the file
readme in the home directory. We Ssh to banditO@bandit. labs. overthewire.
org to enter the shell.
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banditO@benedict (Linux / Unix Command: bash):~$ Is -lh

total 4. OK

-rW-r----- 1 banditl banditO 33 Jun 6 13: 59 readme

banditO@benedict:~$ cat readme

kokoskoskokokokokok sk kosko sk skok ok sk sk sk sk ko sk sk sk ok sk sk sk sk sk sk k

Level 1

The goal was to obtain the password from the file named “-“ in the home
directory and use the password for the next level. Now in the shell it is
noticed that the readme file is in our home directory. We “ cat” it to obtain

the password. The only command was to “. /” to the absolute path of the file.
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banditl@benedict:~$ Is -lh

total 4. OK

-rW-r----- 1 bandit2 banditl 33 Jun 6 13: 59 -
banditl@benedict:~$ cat. /-

kokoskoskokokokok ok sk skosko sk skok ok sk sk sk sk sk sk sk sk ok sk sk sk sk sk sk k

Level 2

The level’s goal was “ the password for the next level is stored in a file called
spaces in this filename located in the home directory.”
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bandit2@benedict:~$ Is -lh

total 4. OK

-rW-r----- 1 bandit3 bandit2 33 Jun 6 13: 59 spaces in this filename
bandit2@benedict:~$ cat ./spaces in this filename
skokokskokokokokokskoskosk sk kokok sk sk sk skoskosk sk kok sk sk sk sk sk sk k

Level 3

The goal for this level was to obtain the password for the next level stored in
a hidden file in the inhere directory.
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bandit3@benedict:~$ Is -lh

total 4. OK

drwxr-xr-x 2 root 4. OK Jun 6 13: 59 inhere

bandit3@benedict:~$ Is -lh inhere/

total O

bandit3@benedict:~$ Is -lha inhere/

total 12K

drwxr-xr-x 2 root 4. 0KJun 6 13:59.

drwxr-xr-x 3 root root 4.0KJun 6 13: 59..

-rwW-r----- 1 bandit4 bandit3 33 Jun 6 13: 59 . hidden
bandit3@benedict:~$ cat ./inhere/. hidden

kkoskoskokokokok sk sk skosk sk skok ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk k >k

Level 4

The goal for this level is to find the password for the next level in the only
human readable file in the inhere directory. The challenge was difficult
because all of the commands provided by the overthewire. org were not

working. However the command “ strings” works fine. It prints all the strings
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which are human readable. The switch modifier “ f” was used to print the
name the file is taken from.
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bandit4@benedict:~$ Is -lh
total 4. OK

drwxr-xr-x 2 root root 4. OK Jun 6 13: 59 inhere

bandit4@benedict:~$ Is -lh inhere/
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total 40K

-rW-r----- 1 bandit5 bandit4 33 Jun
-rW-r----- 1 bandit5 bandit4 33 jun
-rW-r----- 1 bandit5 bandit4 33 jun
-rW-r----- 1 bandit5 bandit4 33 Jun
-rW-r----- 1 bandit5 bandit4 33 jun
-rW-r----- 1 bandit5 bandit4 33 jun
-rW-r----- 1 bandit5 bandit4 33 Jun
-rW-r----- 1 bandit5 bandit4 33 jun
-rW-r----- 1 bandit5 bandit4 33 jun
-rW-r----- 1 bandit5 bandit4 33 Jun
inhere/-file04: RZ! N

inhere/-file05: ?-p#

6 13:

6 13:

6 13:

6 13:

6 13:

6 13:

6 13:

6 13:

6 13:

6 13:

59 -file00
59 -file01
59 -file02
59 -file03
59 -file04
59 -file05
59 -file06
59 -file07
59 -file08

59 -file09

in here/_ﬁ |e(Q 7 FRrkskosorsorsorsorsorsiokokokokoRokokokokokkokskok

inhere/-file08: " Q 2B

Level 5

The level’s goal is to find a human readable, 1033 byte sized, and

Page 6

unexcutable file in the inhere directory. Linux command “ find” is used to

find files with specific sizes and type.
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bandit5@benedict:~$ Is -lh

total 4. OK
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drwxr-x--- 22 root bandit5 4. OK Jun 6 13: 59 inhere

banditS@benedict:~$ Is -lh inhere/

total 80K

drwxr-x--- 2 root bandit5 4. OK Jun 6 13:
drwxr-x--- 2 root bandit5 4. OK Jun 6 13:
drwxr-x--- 2 root bandit5 4. OK Jun 6 13:
drwxr-x--- 2 root bandit5 4. OK Jun 6 13:
drwxr-x--- 2 root bandit5 4. OK Jun 6 13:
drwxr-x--- 2 root bandit5 4. OK Jun 6 13:
drwxr-x--- 2 root bandit5 4. OK Jun 6 13:
drwxr-x--- 2 root bandit5 4. OK Jun 6 13:
drwxr-x--- 2 root bandit5 4. OK Jun 6 13:
drwxr-x--- 2 root bandit5 4. OK Jun 6 13:
drwxr-x--- 2 root bandit5 4. OK Jun 6 13:
drwxr-x--- 2 root bandit5 4. OK Jun 6 13:
drwxr-x--- 2 root bandit5 4. OK Jun 6 13:
drwxr-x--- 2 root bandit5 4. OK Jun 6 13:
drwxr-x--- 2 root bandit5 4. OK Jun 6 13:
drwxr-x--- 2 root bandit5 4. OK Jun 6 13:
drwxr-x--- 2 root bandit5 4. OK Jun 6 13:
drwxr-x--- 2 root bandit5 4. OK Jun 6 13:
drwxr-x--- 2 root bandit5 4. OK Jun 6 13:
drwxr-x--- 2 root bandit5 4. OK Jun 6 13:

banditS@benedict:~$ find. /* -size 1033c -readable! -perm /111

.JJinhere/maybehere07/. file2
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59 maybehere00
59 maybehere01l
59 maybehere02
59 maybehere03
59 maybehere04
59 maybehere05
59 maybehere06
59 maybehere07
59 maybehere08
59 maybehere09
59 maybeherel0
59 maybeherell
59 maybeherel?2
59 maybeherel3
59 maybehereld
59 maybeherel5
59 maybeherel6
59 maybeherel?
59 maybeherel8

59 maybeherel9
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banditS@benedict:~$ cat ./inhere/maybehere07/. file2

kokoskoskokokokok ok sk skosko sk skok ok sk sk sk sk sk sk sk sk ok sk sk sk sk sk sk k

In conclusion, the exercise was worthwhile as it helped in practicing the
theoretical knowledge acquired in class. The format string bug is an
example.
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