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[bookmark: abstract]Abstract 
Computer technology has evolved over time with increase in processing speed and ease of application for different purposes. With the evolution of computer and internet technology, so has the evolution of criminal activities evolved. In the past, for one to be able to hack effectively into a system or a message, it would require uninterrupted exposure to over ten computer workstations incurring costs that range from $ 10, 000 in terms of time consumed and resources. Currently there are faster computers and super computers that make processing easier and thus ability to attack target takes less time. From time to time, the Department of Defense acronym DOD comes under attacks ranging from virus and worm attacks to brute force attacks, to hackers eavesdropping, stealing classified information and some denial of service attacks among others. The emergent risks of cyber-crimes cannot be overlooked and thus policies have been created to ensure that cyber-crime is dealt with according to the law. 
[bookmark: cyber-crime]Cyber crime 
Introduction 
According to Price (1999), internet connectivity started back in the year 1969 where the military were mandated to make connectivity between different departments for information sharing (p. 103). Over time, internet connectivity has evolved to become a worldwide platform where information is shared and connections are made. With this respect, some of the users are not genuine in their work and instead of using the internet constructively, opt to destructively use the internet and make efforts to destroy systems by infecting them with worms, viruses through brute attacks of exploitation of flaws within a cryptographic algorithm (Price, 1999, p. 103). The Department of Defense has not been spared in these forms of attacks as more people try to infiltrate into the department’s database and steal some information or just for the fun of intrusion. In this research paper, the learner will make analysis of the Department of Defense’s scale of impact that an intrusion would have on it and the regulatory requirements, liability issues as well as policy issues during and after cyber-crime attacks. 
[bookmark: about-department-of-defense]About Department of Defense 
The Department of Defense is one of the oldest departments in the United States (DOD, 2012). The Department of Defense traces its roots in the pre-revolutionary era and has evolved over time (DOD, 2012). Due to the sensitivity of the department, there has been evolution in the department as well as growth to become one of the largest institution and the greatest employer in American history employing millions both in the military and civilian status (DOD, 2012). The nation’s defense is reliant on the Department of Defense being at the right place at the right time and ready to respond to real-time threats with defensive installations being in place and having the right quantity of response gear to protect the nation’s vast resources (DOD, 2012). The mission of the Department of Defense is to provide multilateral defense force that is well equipped and capable of deterring war as well as provide security to the country (DOD, 2012). The headquarters of the Department of Defense is at the Pentagon that has ease of access between offices and having about 1. 7 miles span of corridors therein (DOD, 2012). Under the directive of the U. S. president, the Secretary of Defense is in charge of the Department of Defense as well as being the principal defense policy advisor to the president and the Secretary of Defense is given the mandate to exercise authority, control and direction over the Department of Defense (DODO, 2012). 
The DOD has in the past come under attack that has left the department almost crippled. The threats that are posed to the department of Defense range from physical attacks like it happened on September 11, 2001 on the department’s headquarters, Pentagon. However most of the attackers like to remain anonymous and on the net where tracing their physical location is tasking and the possibility of escape after initiating an attack is imminent. The most common types of attacks are computer viruses and worms that keep evolving as the technology evolves. Another form of threat is eaves dropping by either human or non-human agents so as to gain access to potentially confidential information as well as classified information. Overill (2003) and Price (1999) identified that one of the fundamental attack on the Department of Defense is having hackers who try to infiltrate into the DOD database that contain classified and personal information as well as records of all military operations in the past, present and in the future and potentially sensitive information that cannot be release to the media. 
Hackers exploit flaws that might be present on the encryption algorithm like most viruses locate holes in operating systems like Windows operating system and using it as an access route to the entire system (Overill, 2003) and (Price, 1999). In some instances, there is utilization of brute force attacks to gain access to the systems (Overill, 2003) and (Price, 1999). Some of these attacks are quite systematic such that some hackers major in breaking through the firewalls and encryptions upon hundreds of acres of hardware on the Department of Defense’s system while the next hackers make use of these breaches to steal information from the department’s database and servers. 
[bookmark: regulatory-requirements]Regulatory Requirements 
As early as 2002, in a survey on the impact of security breaches on 503 organizations show that about ninety percent of these organization had reported security breaches while over seventy percent of these business enterprises found it hard to continue doing their usual business after these breaches (Chang & Yeh, 2006). It was estimated that the total cost of these breaches amounted to a whopping $ 202 million as reported by CSI/ FBI (2003; Chang & Yeh, 2006). There are voluminous amounts of attacks and their numbers keep increasing by the day as more people indulge in this quest, some for prowess hype and others for fun. A major problem is the fact that the financial implications that come after an attack are enormous. 
With respect to this, Hinde (2003; Chang & Yeh, 2006) argues that as far as security is concerned, it is an issue for both the organization as well as the people since the effects have a way of trickling down to these people. As per of regulatory requirements, it is anticipated that security measures should be taken to either detect, prevent as well as minimize the impact of such attacks (Chang & Yen, 2006). There is one matter that brings in a whole lot of issues as far as regulation is concerned. By definition, the term jurisdiction is used in the essence of the power of a State to make decisions that affect people; their property which includes the clause that bar’s the State from interfering with affairs that are domestic (Zekos, 2002, p. 57). However, flaws have been identified as to the extent of application of this term especially when dealing with threats that might emanate from regions outside of the physical reality of jurisdiction (Zekos, 2002, p. 57). For example, in Overill (2003), the United Kingdom Computer Misuse Act 1990 defines a basic hacking offense as an authorized modification of information or systems aspect (p. 64). Additionally, it continues to bar active defense force from retaliatory hacking on an intruder’s computer since that would amount to a foul on the former offence (Overill, 2003, p. 64). The law is similar to that of the United States and thus, despite the urge to retaliate, the regulation demands otherwise. 
According to Loch et al. (1992; Chang & Yeh, 2006), there are four dimensions of an information systems’ threat that the Department of Defense utilizes in threat eradication. First, there is identification of the source of the threat, which can either be an insider threat or from outside. Secondly, upon identification of the source, there needs to be clarification of the perpetrator that can either be a human agent or a non-human agent for which appropriate actions are taken to locate the perpetrator. Thirdly, the intention for the attack is identified as to whether it was accidental or intentional and finally an evaluation of the consequences of the intrusion like DoS attack, disclosure, destruction or modification of information (Loch et al. 1992; Chang & Yeh). 
Kanuck (2010) adds to the debate on online jurisdiction terming it as a misnomer as far as virtual jurisdiction is concerned (p. 1573). Infrastructure as well as the contents therein for a predefined and globally accepted cyberspace is subject to the nation’s jurisdiction as the battle ranges by governments trying to extend their virtual jurisdiction into new realms (Kanuck, 2010, p. 1575). 
[bookmark: liability-issues]Liability Issues 
There are liability issues that are raised as far as security intrusion by scrupulous people. According to the United States’ National Information infrastructure Protection Act 1996 (NIIPA 96) that was created as a replacement for the former Computer fraud and Abuse Act 1986, bars the DOD from imposing posse comitatus, by unilaterally taking actions within the United States region against the United States Citizens (Schwartau, 2000; Overill, 2003). This means that although there are imminent attacks, the Department cannot make a unilateral decision that will block a substantial number of U. S. citizens from accessing some information and communication infrastructure. This means that although threats are evident and imminent, there should be ways of isolating and eliminating the threats individually and this call for proactive threat and intrusion detection before substantial damage is done by deployment of advanced security control software and surveillance as noted in Kankanhalli et al. (2003; Chang & Yeh, 2006). Since some threats might emanate from within the agency, it is expected that the agency carryout education on its staff as to what might constitute illegitimate use of the system and the implications on the infrastructure as well as the individuals (Chang & Yeh, 2006). 
[bookmark: policy-issues]Policy Issues 
There are various policies that have been issued to ensure that there is proper utilization of the rule of law and proactive surveillance of the systems. In a research on the number of students enrolling for technical courses on computing, there was noted a steady decline from the peak in 2004 to almost half of that enrolment in 2007/ 2008 intake, an issue that has raised many questions (Cyberspace Policy Review, 2009, p. 14). Due to the magnitude of the impact of the cyberspace threats, there has been an urge for the increase in the federal workforce on the information technology section to be coordinated by ICI-IPC (Cyberspace Policy Review, 2009, p. 15). Secondly, the policy demands an increase in cyber security education beyond the workforce to the departmental heads and management (Cyberspace Policy Review, 2009, p. 14). 
The policy also demands sharing of responsibilities as far as cyber security is concerned. According to the Homeland Security Act of 2002 (HSA) it is the responsibility of the Department of Homeland Security to protect critical national infrastructure across all sector divide especially telecommunication and information technology infrastructure (Cyberspace Policy Review, 2009, p. 72). 
[bookmark: conclusion]Conclusion 
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